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IT Governance and Virtual Team Outsourcing 
 
Abstract  
Organisations tend to outsource some of their functions to third-party suppliers or 
vendors.  Most of these functions are IT projects that are planned, executed and 
managed by virtual team members.  The organisation and the vendor are located 
remotely from each other.  However, in the course of these contracts, a governance 
model needs to be adopted to decrease operational and compliance risks.  While 
organisations are expected to have their own governance models and methods, the 
question this paper sought to answer was whether governance is applied in these 
scenarios and whose governance is applicable.  
Using a quantitative study on this subject and using questionnaire as a data 
collection instrument, this study has found that most organisations apply their in-
house governance principles on their projects whether they were carried out by 
vendors virtually or not, and that they are in control of the governance method and 
rules applied. The results indicated that although governance measures are formally 
adopted by organisations, they’re not adequately monitored for compliance. 
Key terms:  IT governance, IT outsourcing, Virtual Team, IT governance frameworks  
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1. Introduction 
Organisations have downsized, re-organised, and adopted organisational structures in the face of 
global competition and changing business landscape (Townsend, De Marie, & Hendrickson, 1998). 
One of the outcomes of these changes is the adoption of global virtual teams (Saunders, Van Slyke 
& Vogel, 2004).  The popularity and adoption of Global Virtual Teams is fuelled by the increasing 
reliance on virtual team work, major improvement in telecommunications, and advancement in 
collaborative technologies (Saunders, et al., 2004).  
The ability to have effective virtual teams may have inadvertently triggered or contributed to the 
growth in the use of outsourcing.  Organisations outsource some of their tasks strategically to reap 
the benefits of utilizing the services of specialised services from other organisations specialising in 
their non-core areas (KPMG, 2012, Deloitte, 2014).  As competition become aggressive, 
organisations are constantly evolving as they face challenges by these competitors (KPMG, 2012).  
According to Townsend et al. (2004) and Hamersly, (2015), virtual teams in outsourcing 
environments can address the evolving organisational challenges that arise when some key 
processes have been outsourced to firms that are more specialized in that area.  Virtual team work 
has become part of the answer to these challenges where organisations can leverage on it to achieve 
competitive advantage (Wong, 2004).  
Most information systems projects fail (Erasmus & Jele, 2018). The reasons for this are varied and 
complex, especially since project managers regard themselves as competent (Marnewick, Erasmus, 
& Joseph, 2016). In today’s reality, organisations need to collaborate to achieve success, but 
challenges ensue when relationships between organisations are formed (Townsend, DeMarie & 
Hendrickson, 1998; Geister, Konradt & Hertel, 2008).  This is even more common when a group 
of people from different cultures, languages, time-zones, beliefs, work ethnics, etc. need to 
collaborate on a project (Greenberg, Greenberg & Antonoucci, 2007).  The governance instituted 
in organisations must be propagated to their external projects (Hamersly, 2015).  For this reason, 
the need for a governance structure in these relationships cannot be disputed (Beulen & Ribbers, 
2007).   
Evidence available suggests that lack of governance and business knowledge has contributed 
significantly to the high failures of IT projects, especially in the context of virtual outsourced teams 
being used (Hamersly, 2015). IT is therefore the objective of this paper to attempt to gain 
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understanding on the governance practices and value of governance in terms of virtual teams and 
outsourcing. The following research questions are therefore of importance in this paper: 
(i) What is the perception on the effectiveness of governance activities in outsourcing? 
(ii) What is the perception on the effectiveness of governance activities on virtual teams? 
2. Governance, outsourcing and virtual teams 
2.1 Defining Governance 
Governance has become a critical part of organisations, economies and countries partly due to the 
financial scandals that rocked financial industries around the world, and that dented the images of 
many organisations and individuals (Li, Naughton & Hovey, 2008; Sollicito, 2005).  These 
occurrences highlighted the need for proper accountability and governance.  There are different 
methods and types of governance and governance itself is hard to define because it means different 
things depending on the context, industry, the organisation type, hierarchy, and so on (Kelly, 2010).  
It is important to distinguish governance in this context from other forms of governance (Institute 
of Directors Southern Africa, 2016).   
A comprehensive definition of IT governance on the other hand is provided by IT Governance 
Institute (2003) “IT governance is the responsibility of the board of directors and executive 
management. It is an integral part of enterprise governance and consists of the leadership and 
organisational structures and processes that ensure that the organisation’s IT sustains and extends 
the organisation’s strategies and objectives.”  
2.2 IT Governance as a Requirement 
Since IT is said to be the bloodline of most organisations (Von Solms & Von Solms, 2008), it is 
therefore imperative that the owners or directors safeguard IT services through good IT 
Governance.  Business executives agree that business and IT are integral to the success of 
organisations and therefore the two must be aligned to ensure sustainability 
(PricewaterhouseCoopers, 2009). In the South African context this is achieved by the adoption of 
the King IV report that explicitly includes IT Governance as an aspect that Directors should be 
responsible for and knowledgeable about (Institute of Directors Southern Africa, 2016). In the past, 
business executives could treat IT decisions with some degree of levity.  They could afford to 
delegate, ignore or avoid IT-related decisions. This is no longer the case (Peterson, 2004).  IT 
Governance is critical in an organisation, and as a recommendation of various governance guides 
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or frameworks, such as the King Report, SOX Act, COBIT 5 and other corporate governance Acts 
and codes, it is the responsibility of the highest level of organisations which is the Board of 
Directors (PricewaterhouseCoopers, 2009; Li, Naughton & Hovey, 2008; Institute of Directors 
Southern Africa, 2016; Information Systems Audit and Control Association, 2012).   
2.3 General Background on Outsourcing 
As the economic climate is getting more difficult for private and public organisations, the need to 
innovate and strategize is increasingly important (Hojnik, 2010; Kremic, Tukel & Rom, 2006).  In 
the pursuit of survival, organisations are faced with a general need to minimise cost, increase profit, 
and stem competition, etc. in order to stay relevant in business (Rob, et al., 2016; Deloitte, 2013).  
One of the ways they achieve this is by outsourcing some of their functions especially their non-
core functions to other organisations that are well-established in those functions (Cheon, Grover & 
Teng, 1995).   
2.4 Why Do Organisations Outsource? 
There are many reasons for an organisation to decide to outsource a function. An organisation may 
opt for outsourcing for cost savings while another organisation may be in it for quality 
improvement. Others may do so for a combination of reasons such as cost savings, reduced capital 
expenditures, eliminating problematic, increased speed, access to latest technology/infrastructure, 
augment staff, access to skills and talent, increase focus on core functions and legal compliance to 
name a few (Fan, 2007; Gonzalez, Gasco & Llopis, 2010) . 
2.5 Significance of Governance in Outsourcing 
Outsourcing services is a trend that is on the rise irrespective (Deloitte, 2013). But while 
organisations continue to adopt outsourcing because of the benefit it offers, organisations must be 
aware that outsourcing is also risky (Gewald & Helbig, 2006; Deloitte, 2013; Grembergen, 2002; 
PWC, 2008; Deloitte, 2014).  The risks associated with outsourcing must be intentionally addressed 
in a formal manner hence the need for governance in Outsourcing (Deloitte, 2013).  This involves 
clearly setting the objective for the outsourcing relationships, defining roles, responsibilities, 
performance measurement, interfaces and controls for change management, as well as other 
relevant services (Amberg & Nair, 2016).   
Governance ensures compliance where it is legally required to do so (Peterson, 2004).  Therefore, 
regulations and other compliance-related factors have significant impact on the success of IT 
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projects.  However, non-compliance to effective governance strategy by these organisations, as 
well as the lack of appropriate guiding methodologies could jeopardize these benefits and lead to 
project failures (Kremic, Tukel & Rom, 2006). In the South African context where King IV 
advocates a “Comply or Explain” approach rather than a “comply or else” requirement, it is up to 
the organisation itself to establish governance policies and enforce them if they have an appetite 
for governance. 
2.6 Linking Outsourcing and Governance  
Effective outsourcing governance ensures that all the potential benefits and value of an outsourcing 
contract is achieved (CGI, 2017).  Outsourcing governance structures are constructed to manage 
risks that might arise from the engagement.  Therefore, there is a need to have a well-grounded and 
established governance regime (Gewald & Helbig, 2006).     
2.7 Effective Governance and Outsourcing Relationship 
The success or failure of an outsourcing relationship depends on effective governance (Singleton, 
Xiong & Wey, 2015).  Recent studies have indicated lack or inadequate outsourcing governance to 
be the chief reason for organisations that failed to achieve the desired outcome of their outsourcing 
engagement (Gewald & Helbig, 2006; Singleton, Xiong & Wey, 2015; CGI, 2017).    This is 
indicative of a problem with the management of the relationship (Gewald & Helbig, 2006; Amberg 
& Nair, 2016).  It is clear that governance of an outsourcing relationship is a two-way process that 
requires effective communication from both sides, a protocol must be set to ensure consistency in 
the flow of information, control and exchanges in order to effectively manage the relationship for 
the ultimate benefit of all involved (PWC, 2008; IT Governance, 2016; Deloitte, 2014).  The notion 
of effective governance is nebulous at best at the moment however the positive impact of good 
governance, while not a mere exercise in adhering to policies, should add value to the operations 
of an organisation (Nath, 2018). 
2.8 Importance of Governance in Projects using Virtual Teams 
IT projects or any project undertaken by an organisation is a risk (Hamersly, 2015).  Irrespective 
of the method through which the project is executed (using virtual teams or not), there will be a 
need for governance and management from both the host organisation and the guest organisation 
(Hamersly, 2015).   
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3. Research method 
In line with the objective of this study, quantitative research was conducted, and questionnaires 
were administered a convenience sample of 500 respondents. One hundred and sixty-four 
individuals responded. The population consisted of individuals who were involved in information 
systems projects as project managers and team members. The population size is inscrutable.  
The questions were to assess the state of IT governance in organisations in terms of adoption, use, 
and usefulness.  As part of the process, the respondents were asked to provide their opinion on the 
effectiveness of IT governance in outsourcing and its application in virtual team work scenarios 
for their organisation. The variables contained in the questionnaire are gleaned from the large body 
of literature about governance and its impact. 
The questionnaire was divided into 4 main sections: 
 A demographics section 
 Perception of the overall Effectiveness of IT governance 
 Effectiveness of IT governance in outsourcing of vendors 
 Effectiveness of IT governance in outsourcing of virtual teams 
The next section will address the main results. 
4. Results and Analysis 
This section will address the main results obtained from the sections as outlined above. These will 
also then be discussed in the same sections. 
4.1 Demographics 
This section describes the data set, starting with the industry in Figure 1: 
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Figure 1: Industries 
The greatest number of respondents emerged from the finance and banking industry followed 
closely by people employed in the IT Services Industry. The number of respondents directly related 
to IT and information systems industry is in the majority. Keeping in mind that the all respondents 
are involved in IS projects. 
The roles of the respondents varied but good representativity was achieved among the most 
common IS project team member roles as seen in Figure 2: 
 
Figure 2: Roles 
IT Engineers, analysts and project managers were almost equally represented. 
Although most of the respondents have received some for of project management or governance 
training, the minority achieved a formal certification or qualification in this area as seen in Figure 
3: 
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Figure 3: Training and certifications 
The largest discrepancy being between those who have a certification in project management or 
some form of IT governance and those without. This is a worrying result that may explain some 
anomalies in the data. Figure 4 indicates in which areas the certifications that do exist are held: 
 
Figure 4: Certifications held 
Of all certifications held by the respondents, 40% are represented by some form of project 
management certification. This is of course gratifying to see as project managers only account for 
almost 23% of respondents. It must be noted that respondents may hold multiple certifications 
This of course begs the question as they why originations would want to adopt governance practices 
in the first place. Figure 5 indicates the most prominent reasons for such action: 
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Figure 5: Reason to adopt formal governance 
Organisations cited adherence to organisational strategy, compliance with legislation and business 
reasons as the key drivers for adopting certain governance measure. Two of the most important 
reasons are voluntarist while compliance to legislation is an industry specific reason. Considering 
that Finance and banking makes up the largest portion of this dataset and that this industry is 
extremely well regulated, it would come as no surprise that this is a main consideration. It is 
however worrying to note that Uniting IT with Business has scored so low in this metric since this 
is a key component of supporting organisational strategy. 
It is also important to investigate what kinds of functions organisations choose to outsource. Figure 
6 indicates the main areas of outsourcing: 
 
Figure 6: Functions outsourced 
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4.2 Effectiveness of IT Governance 
Part of the key objectives of this work is to investigate the effectiveness of Governance in South 
African organisations, specifically in the IT domain.  On the scale of 1 to 5 for strongly disagree, 
partially disagree, neutral, agree and strongly agree respectively.  Respondents were asked about 
what they feel about the effectiveness of governance in their environment by asking them the extent 
to which they agree with the questions. Figure 7 demonstrates these findings by reporting on the 
means of each element in this section: 
 
Figure 7: Effectiveness of IT governance 
The respondents overwhelmingly indicated that they perceive IT governance to provide value and 
some benefits such at reducing risk, cost saving and increased project success. It is however 
interesting to note that the perception of respondents that there is a measurement system in place 
is comparatively much lower. This of course begs the question why the respondents have such a 
positive perception of the efficacy of governance practices when there is not as much objective 
evidence to support their perceptions 
4.2 Adoption of IT Governance in Outsourcing of Vendors 
Error! Reference source not found. indicates to what extent certain governance practices 
pertaining to outsourcing have been adopted: 
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Figure 8: Adoption of IT Governance in Outsourcing 
Although the vast majority of respondents support the statement that there is value in outsourcing 
certain IT functions, there seems to be less implemented to ensure value is derived from this 
activity. It does seem that organisations prefer to be responsible for governance even when external 
parties whit their own governance regimes are performing work. There also seems that mechanisms 
are in place to measure the effectiveness of such arrangements. The problem seems to be that the 
respondents tend to disagree that there is a body or individual responsible for outsourced projects.  
There seems to be some level of compliance, but the level of actual compliance does not seem to 
be monitored or validated in many instances. 
4.3 IT Governance compliance in remote team-work  
Respondents tend to generally agree that virtual teams were useful for achieving the objectives of 
their organisations.  This construct has the highest mean tending towards ‘agree’ on the 
questionnaire as shown in Figure 9:  
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Figure 9: Governance and Virtual teams 
Similarly, on questions regarding the use of remote virtual workers, recommending working with 
virtual teams, if there are challenges applying governance in working with virtual teams, the mean 
was above 3.5. On whether governance is fully applied and on projects that are executed by 
outsourcing to remote teams, the responses were not so positive with a mean of 2.87 and 2.88. 
Here there is a lot more concern with how confidential information is managed in the virtual team 
context where this was not a big concern in the normal outsourcing context. And although a formal 
agreement exists on governing the relationship in most cases, it does not seem to be fully 
implemented as this is the variable with the most negative response at 2.87. 
5. Summary and Conclusion 
This research work attempted to investigate the actual implementation of IT governance following 
corporate governance principles as expected by organisations by their stakeholders.  The study 
conducted using a survey and administering questionnaires as data collection tool received one 
hundred and sixty four responses.  From these responses the study was able to answer questions 
set out in its objectives. 
The study also found software development to be the highest function that is outsourced by 
organisations at 17.70%, followed by IT Services (software) at 16.30%.  This maybe the link 
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between the function that is outsourced and the nature of the project communication as in the case 
of virtual teams. 
The areas under investigation can be divided into two and summarized.  Results obtained from the 
study shows that there is a high number of organisations that have adopted IT governance principles 
within and without.  The results show that respondents agree that IT governance is effective for 
managing external vendors efficiently and effectively. Secondly, there is IT governance 
compliance in virtual team work. The perception unequivocally exists that the respondents believe 
there is value in governance structures and procedures and that relatively formal adoption rates 
exists in both categories. 
The main concern that the data highlights is that just because certain practices are formally adopted, 
compliance is not guaranteed. In both instances, there is a lack of monitoring to determine the level 
of compliance. This is the death of governance. Governance cannot be determined to have value if 
it is not measured and monitored. This is the case both for vendor outsourcing and virtual team 
outsourcing. 
Another noteworthy result is the fact that there exists a greater level of trust in vendor outsourcing 
with regard to the use of confidential information than in virtual team outsourcing. This could be 
that more formal agreements are reached with vendors than with virtual teams. This is another 
failure of governance but from the outset. 
Finally, this work concluded that there is IT governance in practice, that IT governance is applied 
in outsourcing relationship as well as in virtual team environments. 
6. Managerial implications, limitations and future research 
The managerial implications are clear in this regard. Firstly, the outsourcing relationship is valuable 
to the organisation as it provides additional skills in order for the organisation to implement its 
strategy. It is however very important for these outsourcing measures to be guided and governed 
through monitoring the results. Without such monitoring or benchmarking, the value of such 
governance is inscrutable. In order to achieve this, it is worth considering installing a specialist 
individual with a specialist role of managing these vendor and virtual team relationships. Since 
both seem to suffer from the same inadequacies, this body can coordinate, guide and control these 
efforts. Ultimately, this role should be able to determine the benefits of this relationship when 
governance processes are properly implemented. 
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Secondly, greater rigour should be applied to agreements and processes on how virtual team handle 
sensitive or confidential information. Respondents at this stage trust vendors more with their 
sensitive information than virtual teams. This is a symptom of virtual teams not being managed as 
closely or to the same degree of rigor. Therefore it is a recommendation that virtual teams who are 
outsourced should also be brought under the same governance regime that remains proper and 
effective as in the rest of the organisation. 
This study is limited by the geographic nature of the respondents, being only from Johannesburg 
and cape Town. A larger sample would provide greater certainty and possibilities for extrapolation 
to the greater population. It is therefore envisaged that future research will expand the sample 
greatly in order to adequately perform exploratory and confirmatory factor analysis. 
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